
F5’s BIG-IP® Local Traffi c Manager (LTM) for Oracle Identity 
Management is a world class Application Delivery Networking 
solution. F5’s BIG-IP ensures Oracle Infrastructure and Applications 
are always secure, fast and available. Integrated with Oracle Identity 
Manager’s Single Sign-On, F5’s BIG-IP solution provides market 
leading availability, strong security postures, enhanced authentication, 
increased fl exibility and optimized performance for all of today’s 
heterogeneous application and network access environments.

Availability and Security Challenges
Enterprises today are under siege not only from security threats, but also from users wanting 
consistent system availability. They require performance all the time from network resources, 
fi le servers and mission critical applications to be productive. Demands from all ranks 
continue as users want unifi ed access, not just at work, but on the road, from home and via 
every Internet connection on every device type imaginable. When adding these complexities 
to the growing requirements, along with compliance and regulation issues, it is easy to see 
why CIOs and IT professionals charged with matching technologies to these challenges have 
a rough ride ahead. 

Secure Provisioning Problem
It is fairly easy to provide secure provisioning and access to systems, especially when 
applications or provisioning does not need to be integrated, fast and always available. 
Once you try to satisfy all these variables, the costs and complexity to develop and manage 
a system grows exponentially. Today, however, there is a simple and elegant way to resolve 
all of these business problems by utilizing F5’s effi cient and effective BIG-IP Application 
Delivery Networking Solution for Oracle Identity Management.

F5 BIG-IP Solution for Oracle Identity Management
By deploying the BIG-IP solution and Oracle Identity Management, enterprises gain system 
availability, deeper provisioning integration, and new performance capabilities. Now SSL, 
Load Balancing, Acceleration, Authorization and other capabilities can be offl oaded to 
F5’s unique TMOS platform. This revolutionary architecture offers enterprise systems both 
application and network services in a common platform, all tightly integrated with Oracle 
for hardening the end-to-end system. Together, F5 and Oracle’s BIG-IP Identity Management 
Solution allow enterprises to manage broad user identities, across all resources, with more 
granular inspection and in a stronger security posture. 

KEY FEATURES

FLEXIBILITY

n  Integrated with Oracle Identity 

Management and SSO

n  Support for Radius, LDAP, OID, OVD, 

or virtually any data store 

n WS API and Rules Engine

SECURITY

n Firewall Support

n Advanced Trust and Federation

n Strong Authority via PKI

PERFORMANCE

n SSL Offl oad 

n Acceleration and Compression 

n Protocol Optimizations

AVAILABILITY

n High Availability Architectures

n Advanced Health Monitors

n Proven L4-7 Leadership 
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Key Features
n  Flexibility – F5 provides integrated support for Oracle’s Single Sign-On where either F5’s BIG-IP, 

Oracle’s SSO or a Third Party login can drive SSO and Access and credential each other.  

n  Security – Enhance compliance with Secure end-points, and PKI.

n  Performance – Offl oad SSL and provide “SSL everywhere” without sacrifi cing performance. 

n  High Availability and Scale – Make many resources appear as one and scale your 
systems in a single datacenter or across multiple datacenters, all with market-leading high 
availability traffi c management solutions.

F5 BIG-IP Local Traffi c Manager and Oracle Security 
Ask yourself and your team: Can any other High Availability Identity Management Solution 
offer you the following?

n  Out-of-box platform integration with Oracle SSO, OID, OVD,OIM, COREid, OWSM, 
LDAP and others third parties, all with XML and WS fl exibility.

n  99.999% uptime for your Access, Provisioning, Identity Management and ERP 
and CRM Applications.

n  Performance enhancements with SSL Offl oad, Acceleration, Compression, 
Rate Shaping and Protocol Optimizations.

n  Market Leadership in Gartner Magic Quadrant Q1 2006 for F5.

Contact Information
For more information on how this or other F5 solutions for ORACLE can assist your 
enterprise, please visit www.f5.com 

PRODUCT FAMILY

ORACLE 

Oracle Identity Management allows 

enterprises to manage end-to-end 

lifecycles of user identities across all 

enterprise resources, both within and 

beyond the firewall. You can now 

deploy applications faster, apply the 

most granular protection to enterprise 

resources, and automatically eliminate 

latent access privileges. Leverage the 

Oracle Identity and Access Management 

Suite in its entirety or deploy individual 

components of the suite to meet your 

unique needs. 

F5 Networks 

F5 is the leader in Application Delivery 

Networking. F5’s BIG-IP combines high-

performance hardware platforms with 

powerful software that incorporates 

advanced application traffi c management 

and security features in a modular, full-proxy 

architecture. 
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